Varni v omrezju

Maja VrecCa

Ljubljana, 21.5.2024
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- Kaksno pa je dobro geslo?

FB M‘éjonVnpolOih

y FB Maja se |e Odpravila
' na Vi¢ nNa

Dredavanje Ob 10-1N.




TIME IT TAKES A HACKER TO
BRUTE FORCE YOUR PASSWORD

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase
Letters Letters, Symbols

Number of Numbers Lowercase Upper and
Characters Only Letters Lowercase Letters

5 secs

25 secs 6 mins

22 mins 8 hours

I : I IS'IPS’EE Ms -Data sourced from HowSecureismyPassword.net



stalno zaklepanje naprav

ce vec ljudi uporablja isto napravo => loCeni
profill na napravi

dobro varovano domace omrezje

javna brezziCna omrezja in javni racunalniki
Nniso varna mesta

antivirusni program, pozarni zid, varnostne
nadgradnje

dvofaktorska identifikacija
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Arnes: Arnes

Matasha Diaz

Arnes.si Email Account Validation Form

ga E-poStni
rafun in A b te doZiveli
motnje s dnje podatke s
klikom nq -

nitpLique

Opomba e svoj radun
trajno.

Hvala
Arnes: A




Nigerijske prevare niso zgodovina

& Odgovori | @ Posreduj () Arhiviraj | () NeZeleno  [ii] Izbrigi  Veé v

Od Policarpo Casillas <policarpocasillase8@gmail.com> @

7a undisclosed-recipients;; 24. 04. 2024, 13:03

Odgovori za compensation.uk@gmail.com @

7adeva zdravo

Attn Beneficiary,

To e-postno obvestilo vam je neposredno poslala ekipa Odbora Zdruzenih narodov (ZN) za
boj proti goljufijam v sodelovanju z delovno postajo Zdruzenih narodov (ZN) Washington D.C
Zdruzene drzave Amerike, Stevilka mesta P-4 - AF/RP /RDBCPN/SHS/0001 v zvezi z obsezno
racijo (aretacije) na internetne goljufe. Zaradi visoke stopnje pritozb, ki smo jih prejeli od
Zdruzenih narodov (ZN) na ravni prevarantov/prevarantov z afriskimi narodnostmi. Vsi
ponudniki internetnih storitev so opazili povecan e-postni promet iz Afrike na druge celine.

V tej raciji je bilo do zdaj aretiranih 306 prevarantov in racija Se vedno poteka. Od njih smo
izterjali skupno vsoto 857 milijonov ameriskih dolarjev, gotovino in sredstva, za katera je \




Prelepo, da bi bilo res?

Michael Kors Skorpios Large Michael Kors Skorpios Large
Shoulder Bag Black Leather Shoulder Bag Dark Slate Leather

£99500 $79.00 $99500 $79.00

vir slike : asecurelife.com




7 rvuLew

“A SI VEDU?”
TRGOVINA

= POGLEJ

: LAZNA SPLETI

7T vuLey

7rvuLey

JAZ? | KLIK #3

KRIPTOMANIJA | KLIK #2

= POGLEJ

POSEL KARIERE | KLIK #1

= POGLEJ

HITRA FINTA #20 | KAKO
ZASCITIS NADZORNO KAMERO?

=» POGLEJ
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,Direktorske” prevare in vstopanje
v poslovno komunikacijo

vir slike: ijs.si




21st International Conference WWW!/Internet 2022
November 8 — 10, 2022, Lisbon, Portugal
(http://lwww.internet-conf.org/)

* Conference Scope

The WWW/internet 2022 conference aims to address the main issues of concem within
WWW/Internet. WWW and Internet had a huge development in recent years. Aspects of
concern are no longer just technical anymore but other aspects have aroused. This
conference aims to cover both technological as well as non-technological issues related
to these developments.

The conference accepts submissions in the following six main areas: Web 2.0; Semantic
Web and XML; Applications and Uses; Services, Architectures and Web Development;
Research Issues; Emergent Areas. For more details please check http://'www.intermet-
conf.org/call-for-papers

* Paper Submission

This is a blind peer-reviewed conference. Authors are invited to submit their papers in
English through the conference submission system by August 29, 2022, Submissions
must be original and should not have been published previously.

* Important Dates:

— Submission Deadline (2nd call extension): 29 August 2022

- Notification to Authors (2nd call extension): 30 September 2022

- Final Camera-Ready Submission and Early Registration (2nd call extension): Until 21
October 2022

- Late Registration (2nd call extension): After 21 October 2022



Wulfenia (journal) XA 3languages v

Article Talk Read View source View history Tools v
From Wikipedia, the free encyclopedia a
Wulfenia: Mitteilungen des Kéarntner Botanikzentrums is a print-only peer-reviewed Wulfenia

scientific journal of botany published by the Regional Museum of Carinthia. It was
established in 1998["] and the editor-in-chief is Roland K. Eberwein (Carinthian Botanic

Center).

Scam

Waulfenia journal is one of the first hijacked journals. The journal has been the subject of
an online scam, with fake web addresses such as www.wulfeniajournal.at,
www.wulfeniajournal.com, and www.multidisciplinarywulfenia.org illegally re-posting
copies of the original journal articles and inviting scientists to pay large fees before their
works are considered for "publication”.[2I[BI[4][5]6]

Vir: Wikipedia




¢ ITHINK LV LCHECK I > I SuBMIT

& Books & Chapters Journals Resources News

Identify trusted
publishers for
your research

Through a range of tools and practical
resources, this international, cross-sector
initiative aims to educate researchers,
promote integrity, and build trust in
credible research and publications.

Books & Chapters > Journals
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RAZISKOVALNI VVODICI

Univerzitetna knjiznica Maribor

verzitetna knjiZnica Maribor ' Raziskovalni vodi¢i = Nepoitene zaloiniske prakse ' Opozorilni znaki

epostene zalozniSke prakse VP iskalne besede

=m voditu zbrane informacije o nezaupanja vrednih zaloZniskih praksah so lahko raziskovalcem v pomoc pri izbiri revije za objavo svojega prispevka

epostene zaloZniske prakse
Znatilnosti plenilskih, nezaupanja vrednih revij: V  kolikor 3e vedr

prepricani, ali je re

Znaéilnosti plenilskih, nezaupanja vrednih revij

Orodja za pome¢ pri izbiri znanstvene isti uredniSki odbori pri vetih revijah z razliénih podrodij istega zaloinika,

zaloinik, ki vas je

evije/konference « izmiljena imena (npr. Prof. Dr. Vienna 5. Franz) élanov urednisSkega odbora, ) )
sodelovanju, zaupanja
« v uredniskih odborih imena priznanih strokovnjakov brez njihovega vedenja,
pliv nepostenih zaloZnikov na znanost ) o ) ) o se lahko obrnete |
« ime revije je zelo podobno priznani znanstveni reviji, . L
n druzbo maticno knjiznico, na |

recenzentski postopek se ne izvaja, ) )
Korez, redakiorico bik

Ostale nepostene prakse v akademskem

sklicevanje na neresniten faktor vpliva (zavajajote metrike), all na Jemeio Grasic

pisanju sklicevanje na vkljutenost v priznane. mednarodne zbirke. kar v resnici ne drzi,

Zelite vedeti veé?

osti nepostenih zaloZnikov na

Zelo hitra objava "recenziranega” prispevka, ...

Znaéilnosti ugrabljenih revij

Znatilnosti ugrabljenin oz plagiatorskih revij:

nacilnosti nepostenih zaloZnikov: « prevzemajo identiteto priznane, Ze uveljavijene revije:

o . ) - = zelo podoben, vEasih celo identifen naslov,
« lastnik(i) zaloib je istoéasno

L - . = navajajo isto ISSN Stevilko z namenom zavajanja,
urednik in/ali recenzent vecine revij,

e = na spletni strani, ki ima podobno poimenovanje spletnega naslova kot originalna revija, vabijo
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Vir: www. history.com/news/was-sherlock-holmes-based-on-a-real-person
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Vir: THEWALL STREET JOURNAL. 14.5.2024

| EXCLUSIVE |

Flood of Fake Science Forces
Multiple Journal Closures

Wiley to shutter 19 more journals, some tainted by fraud
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ARTIFICIAL INTELLIGENCE / TECH / GOOGLE

We have to stop ignoring Al’s
hallucmatlon problem

/ Al might be cool, but it’s also a
big fat liar, and we should

1010101

s oooooo probably be talking about that

10101011

more.

By Alex Cranz, deputy editor and co-host of The Vergecast. She oversaw
consumer tech coverage at Gizmodo for five years. Her work has also appeared in

the WSJ and Wired.
10111001 May 15, 2024, 2:00 PM GMT+2
11101101
& £ 4 127 Comments (127 New)

Image: The Verge

Google I/0 introduced an Al assistant that can see and hear the world,
while OpenAl put its version of a Her-like chatbot into an iPhone. Next
week, Microsoft will be hosting Build, where it’s sure to have some

Vir: The Verge
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Ori L ahav:
» Na internetu ze dolgo ne iscete stvari vi,

ampak stvari iS€ejo vas. Trik je vtem, da
poskuSamo celoten proces narediti ¢im manj
motec ....«

» ...Cilj vsakega spletnega medija je, da bralce
pritegne k dobrim vsebinam in jih ¢im dlje
zadrZi ob sebi. Zakaj za to ne bi uporabili
algoritma? Ce uporabljate internet je to
danes stoprocentna algoritemska izkusnja.«
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SEM SE ZE
KAR MALO NAVADIL
NAVADIL NA NA
TO. KAJ?

62008 ©2008Scott Adams, Inc./Dist, by UFS, Inc.
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Nasa medijska

(ne)pismenost

spreminja nase
druzbe



VIR: The Guardian The
Guardian

Disinfo black ops Dark arts of politics: how ‘Team Jorge’

Nigeria . . s
and Cambridge Analytica meddled in
Nigerian election
Leaked messages show failed plan to discredit Muhammadu
Buhari and get Goodluck Jonathan re-elected in 2015
Stephanie Kirchgaessner,
Carole Cadwalladr, Paul SRS S AY
Lewis and Jason Burke s
Thu 16 Feb 2023 14.58 GMT - | 5 No 10
v 73 mcnm\
aly F _ POSTPONEMENT

"QZ’&""




VIR: The Guardian G{%}%ﬁan

Technology

Behind Cambridge Analytica lay a bigger
threat to our democracy: Facebook

Jennifer Cobbe

Thu 15 Oct 2020 13.28 BST More needs to be done to clamp down on big tech’s nefarious

; methods of influencing our politics and culture
vy =

platform (

Dado Ruvi¢/Reuters
he information commissioner (ICO), the UK’s data protection
regulator, has concluded its long-running investigation into
Cambridge Analytica. As had been expected by many, this found no




: - " MEDIJSKA IN INFORMACIJSKA PISMENOST
® I I AGENCIJE ZA KOMUNIKACIJSKA OMREZJA
® IN STORITVE REPUBLIKE SLOVENIJE

© TEME [Z' NASI PARTNERJI a MIPI PRIPOROCA = PUBLIKACIJE & ONAS | Q

torek, 14. maj 2024

#VednoPreveriVir — evropski medijski
regulatorji pred evropskimi volitvami o
PREVERITE pomenu kritichega misljenja in

RAZLICNE VIRE . - )
IN ZAUPAJTE ‘ prepoznavanju laznih novic

ZANESLJIVIM R Vseevropska ozavescevalna kampanja opozarja na tveganja, poudarja pomen kriticnega

' razmisljanja in prinasa prakticne nasvete, kako prepoznati in se spoprijeti z dezinformacijami. Njeno
glavno orodije je video, ki se bo v jezikovno prilagojenih razlicicah predvajal v vseh ¢lanicah
Evropske unije. Ogledate si ga lahko na spletnih straneh Evropske komisije, ERGE, skupine
evropskih regulatorjev za...

Preberi ve¢ 2>




he Gual‘dian Search jobs (o) My account v O, Search ~ Th Int_ernational

edition -
e, funded by readers
Guardian

Culture Lifestyle More v

lucation Media Society Law Scotland Wales Northern Ireland

How Facebook and YouTube help
spread anti-vaxxer propaganda

Companies have acknowledged the problem and are taking
modest steps to discourage misinformation

I EI vacci :-

vaccination
+ B
@ vaccination re-education discussion forum vord
h! p s browser, |
vaccines a passward. .
° ! most viewed
vaccination re-education ow Live Paris Saint-Germain 1-3

Manchester United (3-3 agg):

vaccine truth movement Champlons League-asit
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THE CONVERSATION

Academicrigour, journalistic flair

N

COVID: how anti-vaccine mfluencers

exploit mothers | |

February 14, 2022 3.16pm GMT . : :
-\‘ . i

‘ vir: theconversation.com \

p—




Source: https://agromassidayu.com/

Extremizmi
vseh vrst

Source: https://www.rtvslo.si/slovenija/ekstremizem-kako-ga-prepoznati-in-kako-kaznovati/305853




Science Stories

3d-Q

Vir:facebook.com
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Deepfakes

By Source (WP:NFCC#4), Fair use, https://en.wikipedia.org/w/index.php
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From : SRR [ oilto: NG = 2 <11

Sent: Thursday, November 17, 2016 3:38 PM

Tﬂ-:mvahno.mm:W@gmail.mm; il @y ahoo.com;
S @ 2 ail.com; SN o ail.com; ol @cmail.com;
AR = ahoo.co.uk; agliNNERRE: @advant.si; sl @ cmail.com;
Ml @ gmail.com; peININNEE @ o rnes.si; AN @2 rnes.si; Mgl @ arnes.si;
+PINE 2 arnes.si; il ©guest.arnes.si; RN @ 2 rnes.si;
m@ames.m;m@ames 50 m@gmall com; m@ames.si;
SN @2 rnes.si; Afiie arnes.si; NN ©2rnes.si; K @ arnes.si;

AN D 2 rres. si; v @ 2 mail.com; ol (2 g mail.com;
AN D o ucst.arnes. i wIMSIIEE bo-rams.ac.at; <yl NMINNEE @ Dic-1j. s ANINg 2 bic-

1j.51; oA 2 cuest. arnes. si; Wil @bright-field.co.uk; sii§@bbt.i; «EilN @ bbt.si;
SR © carnet. hr; ; SAMRE carnet. hr; PN = CARNet b

<L = carnet. hr; RSN carnet. hr; wSEMSIIENNE @ cdi-univerzum.si;
NN © 2 5. 51> Wi & cene-stupar.si; ; N & cpi.si; el = cirius-

vipava.si; il 2 c mepius.si il @ cmepius.si;wsiiNiE crepius.si;
AN ail.com; BRI 2 cuest arnes si; N = cpi.si; il @ cpi.si;
= cpi.<i; NN = cucst.arnes.si; m@ctk.um—lj.m,M@ctk.uni—
lj.si; MHI{ uni-1j.si; s @ cth. uni-li.si- ol = g mail.com;

SN = 2 ail.com; AR E libero. it <N © g mail.com;
SN 2 o uest.arnes.si; ulligINRE digied.si; il @digied.si; wlilENIEN @ o mail.com;

SR il com; A druga-os.si; SN = o ail.com;
vl & cuest.arnes.si; D 2 uest. arnes. si M 2 cuest.arnes.si;

kN = o uest.arnes.si o e s mail. com iR @z mail.com;
NN 2 cu e st.arnes.si; IR @ 2 mail. com NN @ s cv.si;

N = = c.curopa.eu; mumﬁf;m@um.ﬁi;miﬁgmail.mm;
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https://eucbeniki.sio.si/



https://eucbeniki.sio.si/
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start
page

by ixquick

PRIVACY

How we protect you

Q&A

Our privacy policy
TOOLS
SUPPORT
COMMUNITY

ABOUT US

StartPage protects your privacy!

StartPage, and its sister search engine Ixquick, are the only third-party certified
search engines in the world that do not record your |P address or track your
searches.

Your privacy is under attack!

Every time you use a regular search engine, your search data is ._T
recorded. Major search engines capturs your |P address and use B_'[ v
tracking cookies to make a record of your search terms, the time & L "—‘I:'
of your visit, and the links you chooss - then they store that ——

information in a giant databass. ”

Thoss searches reveal a shocking amount of personal information
about you, such as your interests, family circumstancss, political
Isanings, medical conditions, and mors. This information is modern-day gold for marksters,
government officials, black-hat hackers and criminals - all of whom would love to get their
hands on your private search data.

Why should you worry?

' e I S I BT T P T T T T . R BT S T

Advanced Settings Su|



E @ oste P/, HOW IT WORKS FEATURES

Knowledge +
Control =

Privacy

@ See which companies are tracking you

@ Block over nn mm trackers
Learn how they track

Ghostery is FREE




@ ProtonMail

Secure Email Based
in Switzerland

Secure Your Communications with ProtonMail

GET YOUR ENCRYPTED EMAIL ACCOUNT

The ProtonMail mobile apps are now available worldwide.

Introducing Encrypted Email for Your Mobile Device

‘ @ Get the Android App & Get the iOS App @ Use the Web Version

@ «E]o

vy B8 & G @ EN - English

About Security Blog Careers Support Enterprise v LOG IN SIGN UP

Vv 4 =& 1230
= INBOX @R

So much new

P Parker

Protonmail v1.0.10 is ready! 1n:A3am
ProtonMail via Crashlytics A

1 found a way back home

Peter Pan

Welcome on board
High res images

Andy Yen

Das hast du prima gemacht

Angel

You are awesome

Sandra Mulier

Swiss Privacy End-to-End Encryption Anonymous Email

Protect Your Privacy

Data Security and Neutrality Automatic Email Security




Fast, simple, secure.

Privacy that fits in your pocket.

# Android
@ iPhone

CJ Desktop

Use anything by Open Whisper

Systems.

Edward Snowden, \Whistleblower
and privacy advocate

Signal is the most scalable
encryption tool we have. It is
free and peer reviewed. |
encourage people to use it

everyday.
Laura Poitras, Oscar-winning
filmmaker and journalist

SUPPORT BLOG DEVELOPERS CAREERS

(.

We should consider every day lost on
which we have not danced at least
once. And we should call every truth
false which was not accompanied by
at least one laugh

I am regularly impressed with After reading the code, |

the thought and care put into literally discovered a line of
both the security and the drool running down my face.
usability of this app. It's my It's really nice.

Matt Green, Cryptographer, Johns

first choice for an encrypted
Hopkins University

conversation.
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SlovenskKi In
evIopski
ponudniki
storitev
morajo
upostevati
lokalno
zakonodajo

nakedsecurity.sophos.com
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= Luis Fonsi - Despacito ft. Daddy Yankee
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= Luis Fonsi - Despacito ft. Daddy Yankee
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Kultura narcisizma

Source: https://siol.net/trendi/zdravo-zivljenje/kako-prepoznamo-narcisa-412981







CASORIS

Novice Sport Znanost Zabava Sola svet jaz Za starSe in ucitelje English Podprite Casoris

Andrew Tate ponuja zacrtano pot, kako obogateti in kako pri tem izrabiti in nadvladati tiste, ki naj bi jih pri tem ovirali — Zenske. Vir: Profimedia

ZA STARSE IN UCITELJE

Sovrastvo povezuje — to spletni
vplivnezi dobro vedo

@ Maja f914.1.2023 @ 5min
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Druzbena omrezja in apllkacue za
komunlc:lranje g

T|k Tok Snapchat
w Youtube FB Messenger

% Instagram Viber

X (exTwitter) Discord
Reddit WhatsApp
Tumblr Tinder
Steam Roblox
Facebook BeReal
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em je Vi 0" nasilje drugacno
od ,realnega”?




(CC) Rapid City Public Library/Flickr



* Shemanje, objave, komentiranje
* Deljenje zaupnih posnetkov

* Siljenje v izzive

* Lazni in sovrazni profili

* Trolanje
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Kar je bilo poslano le tebi,
Je nhamenjeno samo tebl!

\




(CC) Maja Vreca
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Kaksen zgled
SMO otrok\om mi?

.




Slovenski pediatri pozivajo, da otrokom
omejite uporabo tehnologije

i o0 ] 0 e Qoo

Pediatri opozarjajo, da zaradi pretirane uporabe tehnologije mladostniki v odrasli dobi ne bodo sposobni Ziveti.
Zaradi pretirane uporabe tudi ne locijo med realnim in nerealnim. Alarmi so se prizgali Ze v vrtcih, kjer so
opazili, da so nekateri otroci Ze pri Stirih letih zasvojeni z racunalniki oz. z novo tehnologijo.

Vir:www.bibaleze.si




(CC) Wayan Vota/Flickr
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Vir slike:safe.si



&3 YouTube & -
c = g - = lims
Z otroki se redno pogovarjajte o

njihovem
,on-line” zivljenju.




Tudi vsi druzinski telefoni
naj gredo ,spat”.
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Internet je
javni prostor.

(CC) Flick/Elias Rovielo




“ (CC) ARNES
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internet smo ljudje,

N

in Llorébl'amo tehnologijo.




Znanje je v nasih glavah,

«ﬂ-' . (CC) Hey Paul Studios/Flickr
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ernetu so le informacije
(In dezinformacije).

na in




Na internetu ne moremo vedno verjeti svojim ocem.
Tudi na internetu obstajajo kredibilni viri.

VeC zasebnosti => vec kredibilnih informacij.
Ce me informacija ,najde”, jo vedno preverim.
Preverim jo tudi, Ce jo dobim od prijatelja.

,7Algoritemska pismenost” je osnova za internetno
medijsko pismenost.

Najbolj udobna resSitev ni vedno prava resitev.

Nihce med nami ni imun za manipulacije.
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“WE HAVE UPDATED OUR PRIVACY POLICY”
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Vir slike: omrezje X




MOST.arnes.si

©

PAMETNI

UPORABNIK
INTERNETA _

ponovno 13. 11. 2024



Prijavite se na nase novice:

Informator.arnes.si




Arnes => arnes.si

Varni na internetu => VNI.SI
MiPI => mipi.si
Safe.sil, Smernice => safe.si
Casoris => Ccasoris.si

Think. Check. Submit. => thinkchecksubmit.org

Nepostene zalozniske prakse =>
libguides.ukm.um.si/nepostene zalozniske prakse




Vprasanja?

(CC) Flickr/targut




